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Cross-border data transfers and business pain points
Types of of cross-border data transfers Examples of Business Pain Points

Product development by online app * Barrers to entry are too high for startups and SMEs as laws and regulations vary from
companies country to country

» Unclear if data integration and data access among multiple regions across borders
constitutes a "cross-border transfer”

*  Companies are required to ensure the same protection and management systems in the
destination country as in the source country when transferring data across borders to a
third country

Transfer to a foreign third-country
company for outsourcing

= Growing regulations on non-personal data as new data categories such as "security
information" emerge. Often vague in scope and prone to sudden change

= Case-by-case review processes for data localization rules could undermine the advantages
of real-time monitoring, a basic capability of loT

Real-time data analysis from abroad
3 vialoT devices - no personal data is
included

Real-time data analysis from abroad
4 vialoT devices - personal data is
included

= “Personal data” definitions extend not only to laws but also to guidelines and administrative
notices, making them difficult to implement and interpret

* Requirements for cross-border transfers are highly complex, requinng frequent customer

5 Provide platform services and laa$ agreament

* Region-specific certifications may be required for secunty-related information, in addition to

6 Froviding cyber securily services global rules and standards, imposing a significant cost burden

Regulatory technologies and potential applications

Technology Example applications

Machine readable code Automated processing of new regulations

Search functions Identifying relevant regulations

Chatbots Providing easy regulatory advice

Big data Analysis and synthesis of data for reporting

(Robotic) process automation Reducing manual, human tasks

Machine learning Prioritizing and optimizing reporting, Horizon scanning
Blockchain/distributed ledger technology Tracking and verifying data

Cloud-based platforms Effective data management and storage

Natural language processing Legislation scanning, information management, labelling

Surveillance/image recognition Identify verification
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